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Introduction

This guide explains how to consume a FSB-service with SOAP Ul (SOAP Ul is a open-source application for testing webservices).

Before developing the SOAP-proxy in your application, we recommend to use SOAP Ul first. When all goes well with SOAP UlI, then you are sure
that the connectivity-, authentication- and authorisation-prerequisites on your environment are ok.

Next to the EchoServices (used to test the connectivity of your platform with the FSB-platform), the SecuredEchoServices are introduced to test
the 2nd line of security : the signature of the SOAP request.

!, The security policies applied to the SecuredEchoServices are also valid for "real world" FSB services.

For those already experienced in SOAP Ul, you can find the SOAP Ul projects for the SecuredEchoServices in the Consumer Guide
SecuredEchoService 1.0 & 2.0#Downloads section. The only change that needs to be done afterwards is to add your own keystore into the
project (this is explained in sections Configure SOAP Ul SecuredEchoService 1.0 or Configure SOAP Ul SecuredEchoService 2.0).

There is also section to create a SOAP Ul project from scratch. The WSDLs can be found in the Technical Documentation section.

Prerequisites

Before using one of these services, you should already have a FSB-specific certificate that is known and uploaded into the LDAP of BOSA.

You also need a keystore that contains the private key of your certificate. This keystore is needed to sign you requests with the private key in
SOAP UI.

Remark: you also need this private key to be able to sign the message from a non SOAP Ul application (in java, this will also be a keystore (JKS),
in .net this will be the certificate store of your Windows server)

Downloads

SOAP Ul projects

1.0

SecuredEchoService-soapui-project.xml


https://fedictaim.atlassian.net/wiki/download/attachments/685015127/Consumer%20Guide%20SecuredEchoService%201.0%20&%202.0.pdf?version=1&modificationDate=1545397720940&cacheVersion=1&api=v2
https://fedictaim.atlassian.net/wiki/pages/resumedraft.action?draftId=685015127#ConsumerGuideSecuredEchoService1.0,2.0&amp;3.0-Downloads
https://fedictaim.atlassian.net/wiki/pages/resumedraft.action?draftId=685015127#ConsumerGuideSecuredEchoService1.0,2.0&amp;3.0-Downloads
https://fedictaim.atlassian.net/wiki/pages/resumedraft.action?draftId=685015127#ConsumerGuideSecuredEchoService1.0,2.0&amp;3.0-ConfigureSOAPUIProject1.0
https://fedictaim.atlassian.net/wiki/pages/resumedraft.action?draftId=685015127#ConsumerGuideSecuredEchoService1.0,2.0&amp;3.0-ConfigureSOAPUIProject2.0
https://fedictaim.atlassian.net/wiki/pages/resumedraft.action?draftId=685015127#ConsumerGuideSecuredEchoService1.0,2.0&amp;3.0-WSDLs
https://fedictaim.atlassian.net/wiki/download/attachments/685015127/SecuredEchoService-soapui-project.xml?version=1&modificationDate=1530620412082&cacheVersion=1&api=v2

2.0

SecuredEchoService-with-FsbHeader-soapui-project.xml

3.0

UtilityServices-SecuredEchoService-3-0-soapui-project.xml

Security Policies

There are three versions of SecuredEchoService :

® 1.0: this version uses FSB policy 1 : the service only requires the signing (SHA1) of the body of the request. The response returned by
FSB is not signed.

® 2.0: this version uses FSB policy 2 : the service also requires the signing (SHA1) of the body of the request, but expects also a
timestamp that must be signed as well. The response returned by FSB also contains a timestamp having body and timestamp signed .

® 3.0: this version uses FSB policy 3 : the signature requirements are the same as 2.0, but the signing should be done in SHA-256

! A mixture of FSB services are either using policy 1, policy 2 or policy 3. Which policy is used can be found in the FSB Service Catalogue http:/
/dtservices.bosa.be/nl/services/fsb/web-services-families

SecuredEchoService Request/Response

1.0

This service echoes your message in tag <Echo>. The body of the message should be signed with your private key.

Request

<soapenv: Envel ope
xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns:vi="http://fsb. bel gi um be/ EchoServi ce/vl 00">
<soapenv: Header/ >
<soapenv: Body>
<v1: Echo>Hal | o</ v1: Echo>
</ soapenv: Body>
</ soapenv: Envel ope>

Example of a signed request (Done by SOAP Ul)

<soapenv: Envel ope
xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/
xm ns:vil="http://fsb. bel gi um be/ EchoServi ce/vl 00">
<soapenv: Header >
<wsse: Security


https://fedictaim.atlassian.net/wiki/download/attachments/685015127/SecuredEchoService-with-FsbHeader-soapui-project.xml?version=1&modificationDate=1530620428312&cacheVersion=1&api=v2
https://fedictaim.atlassian.net/wiki/download/attachments/685015127/UtilityServices-SecuredEchoService-3-0-soapui-project.xml?version=1&modificationDate=1561965941695&cacheVersion=1&api=v2
http://dtservices.bosa.be/nl/services/fsb/web-services-families
http://dtservices.bosa.be/nl/services/fsb/web-services-families

xm ns: wsse="http://docs. oasi s-open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- wsse
curity-secext-1.0.xsd"
xm ns: wsu="http://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- wssec
urity-utility-1.0.xsd">
<wsse: Bi narySecurityToken
Encodi ngType="htt p: // docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- so
ap- nessage- security-1. 0#Base64Bi nary"
Val ueType="http://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- x509-
token-profile-1. 0#X509v3"
wsu: | d="X509- C09327BBC081CD48AF1530620106521164" >- - - PUBLI C
CERTI FI CATE- - - </ wsse: Bi narySecurityToken>
<ds: Signature |d="SI G C09327BBC0O81CD48AF1530620106523168"
xm ns: ds="http://ww.w3. org/ 2000/ 09/ xm dsi g#" >
<ds: Si gnedl nf o>
<ds: Canoni cal i zat i onMet hod
Al gorithm="http://ww. w3. org/ 2001/ 10/ xmi - exc- cl4n#" >
<ec: | ncl usi veNanespaces Prefi xLi st="soapenv v1"
xm ns: ec="http://ww.w3. org/ 2001/ 10/ xm - exc-cl4n#"/ >
</ ds: Canoni cal i zat i onMet hod>
<ds: Si gnat ur eMet hod
Al gorithm="http://ww. w3. or g/ 2000/ 09/ xm dsi g#r sa- shal"/ >
<ds: Ref erence URI ="#i d- C09327BBC081CD48AF1530620106521167" >
<ds: Tr ansf or ns>
<ds: Transform
Al gorithm="http://ww. w3. org/ 2001/ 10/ xmi - exc- cl4n#" >
<ec: | ncl usi veNanespaces PrefixList="v1"
xm ns: ec="http://ww. w3. org/ 2001/ 10/ xm - exc- c14n#"/ >
</ ds: Transfornp
</ ds: Tr ansf or ns>
<ds: Di gest Met hod
Al gorithm="http://ww. w3. org/ 2000/ 09/ xm dsi g#shal"/ >
<ds: Di gest Val ue>5LQd99xBdPj nKWI 8HY0d8t T+4Ul =</ ds: Di gest Val ue>
</ ds: Ref erence>
</ ds: Si gnedl nf 0>

<ds: Si gnat ur eVal ue>NDInNl 40CCRRj GYr W BgBBCVKC3e2uuwr 1wl60pRAyCLI ZNTq+O T
Ci xhUXEK8q2JUl 7eXp9nJ5S. . . </ ds: Si gnat ur eVal ue>
<ds: Keyl nfo | d="KI-C09327BBC081CD48AF1530620106521165" >
<wsse: SecurityTokenRef erence
wsu: | d=" STR- C09327BBC081CD48AF1530620106521166" >
<wsse: Ref erence URI ="#X509- C09327BBC081CD48AF1530620106521164"
Val ueType="htt p://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- x509-
t oken-profile-1. 0#X509v3"/ >
</wsse: SecurityTokenRef erence>
</ ds: Keyl nf o>
</ ds: Si gnat ure>
</wsse: Security>
</ soapenv: Header >
<soapenv: Body wsu: | d="id-C09327BBCO81CD48AF1530620106521167"
xm ns: wsu="http://docs. oasi s-open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- wssec



urity-utility-1.0.xsd">



<v1: Echo>Hal | o</ v1: Echo>
</ soapenv: Body>
</ soapenv: Envel ope>

Remark: ---PUBLIC CERTIFICATE--- in tag BinarySecurityToken means that this part of the message will contain your public certificate in base64
format.

Response

<soapenv: Envel ope xm ns: env="http://schenmas. xm soap. or g/ soap/ envel ope/ "
xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns:vil="http://fsbh. bel gi um be/ EchoServi ce/vl 00">

<soapenv: Header/ >

<soapenv: Body wsu: | d="id- AF63E2D621E6DF22F4153062403726914"
xm ns: wsu="http://docs. oasi s-open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- wssec
urity-utility-1.0.xsd">

<v1l: Echo>Hal | o</ v1: Echo>

</ soapenv: Body>

</ soapenv: Envel ope>

2.0

This service also echoes your message that is found in tag <Echo> of your request. The difference between SecuredEchoService v1 and
SecuredEchoService v2 lies in the security specifications :

® Addtional information (messageld) is required in the header of the message (correlationld and processinstanceld are optional).
®* messageld should be an unique indentifier (the format is up to you). In case of a problem, FSB can investigate the logs/archives
based on that messageld
® correlationld is optional.This can f.e. be used to link several requests belonging to the same transaction
® processinstanceld is also optional. This can f.e. be used to provide an unique identifier within the same correlationld.
® Atimestamp is required in the header of the message
® the body and the message need to be signed
¢ the body and timestamp of the response are also signed (with a FSB-certificate cn=FEDERALSERVICEBUSINT or cn=FEDERALSERVI
CEBUSPROD)



Request

<soapenv: Envel ope
xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: head="http://fsb. bel gi um be/ header"
xm ns:v2="http://fshbh. bel gi um be/ EchoServi ce/v2_00">
<soapenv: Header >
<head: f sbhHeader >
<head: nessagel d>j e ei gen nunmmeri ng</ head: messagel d>
</ head: f sbHeader >
</ soapenv: Header >
<soapenv: Body>
<v2: Echo>Hal | o</ v2: Echo>
</ soapenv: Body>
</ soapenv: Envel ope>

Please note that tags <FsbHeader> and <messageld> requires namespace http://fsh.belgium.be/header.

Example of a signed request (Done by SOAP Ul)

<soapenv: Envel ope xm ns: head="http://fsb. bel gi um be/ header"
xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/"
xm ns:v2="http://fshbh. bel gi um be/ EchoServi ce/v2_00">
<soapenv: Header >
<wsse: Security
xm ns: wsse="http://docs. oasi s-open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- wsse
curity-secext-1.0.xsd"
xm ns: wsu="http://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- wssec
urity-utility-1.0.xsd">
<wsse: Bi narySecurityToken
Encodi ngType="htt p: // docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- soO
ap- nessage- security-1. 0#Base64Bi nary"
Val ueType="http://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- x509-
token-profile-1. 0#X509v3"
wsu: | d="X509- C09327BBC081CD48AF1530619837283154" >- - - PUBLI C
CERTI FI CATE- - - </ wsse: Bi narySecurityToken>
<ds: Signature |d="SI G C09327BBCO81CD48AF1530619837284158"
xm ns: ds="http://ww.w3. org/ 2000/ 09/ xm dsi g#" >
<ds: Si gnedl nf o>
<ds: Canoni cal i zat i onMet hod
Al gorithm="http://ww. w3. org/ 2001/ 10/ xm - exc- cl4n#" >
<ec: | ncl usi veNanespaces PrefixLi st="head soapenv v2"
xm ns: ec="http://ww.w3. org/ 2001/ 10/ xm - exc-cl4n#"/ >
</ ds: Canoni cal i zat i onMet hod>
<ds: Si gnat ur eMet hod
Al gorithm="http://ww. w3. org/ 2000/ 09/ xm dsi g#r sa- shal"/ >
<ds: Ref erence URI ="#i d- C09327BBC081CD48AF1530619837284157" >



<ds: Transf or ns>
<ds: Transf orm
Al gorithm="http://ww. w3. org/ 2001/ 10/ xm - exc- c14n#" >
<ec: | ncl usi veNanespaces Prefi xLi st="head v2"
xm ns:ec="http://ww.w3. org/ 2001/ 10/ xm - exc-cl4n#"/ >
</ ds: Transf orne
</ ds: Transf or ns>
<ds: Di gest Met hod
Al gorithm="http://ww. w3. org/ 2000/ 09/ xm dsi g#shal"/ >
<ds: Di gest Val ue>SVAYKf wf TEnzgs COXdJDKj 08nKU=</ ds: Di gest Val ue>
</ ds: Ref erence>
<ds: Reference URI ="#TS- C09327BBC081CD48AF1530619837281153" >
<ds: Transf or ns>
<ds: Transform
Al gorithm="http://ww. w3. org/ 2001/ 10/ xm - exc- cl4n#" >
<ec: I nclusiveNanespaces PrefixLi st="wsse head soapenv v2"
xm ns:ec="http://ww.w3. org/ 2001/ 10/ xm - exc-cl4n#"/ >
</ ds: Transf or n»
</ ds: Tr ansf or ns>
<ds: Di gest Met hod
Al gorithm="http://ww. w3. org/ 2000/ 09/ xm dsi g#shal"/ >
<ds: Di gest Val ue>YNz1Ux8b83EsKvLI Kbnj H+f | WAQ=</ ds: Di gest Val ue>
</ ds: Ref erence>
</ ds: Si gnedl nf 0>

<ds: Si gnat ur eVal ue>u8f JnkDt M\ TOt q7r 6r 489uCk3kapr S9/ w@ br x5j vOcE3cMIzTTS
X9YFf 5Br VZWMO +oNAI | 4CG. . . =</ ds: Si gnat ur eVal ue>
<ds: Keyl nfo | d="KI-C09327BBC0O81CD48AF1530619837283155" >
<wsse: SecurityTokenRef erence
wsu: | d="STR- C09327BBC081CD48AF1530619837283156" >
<wsse: Ref erence URI ="#X509- C09327BBC081CD48AF1530619837283154"
Val ueType="http://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- x509-
token-profile-1. 0#X509v3"/>
</wsse: SecurityTokenRef er ence>
</ ds: Keyl nf 0>
</ ds: Si gnat ure>
<wsu: Ti mestanp wsu: | d="TS- C09327BBC081CD48AF1530619837281153" >
<wsu: Cr eat ed>2018- 07-03T12: 10: 37Z</ wsu: Cr eat ed>
<wsu: Expi res>2018- 07-03T12: 15: 37Z</ wsu: Expi res>
</ wsu: Ti nest anp>
</wsse: Security>
<head: f sbhHeader >
<head: nessagel d>j e ei gen numreri ng</ head: nessagel d>
</ head: f sbHeader >
</ soapenv: Header >
<soapenv: Body wsu: | d="id- C09327BBC081CD48AF1530619837284157"
xm ns: wsu="http://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- wssec
urity-utility-1.0.xsd">



<v2: Echo>Hal | o</ v2: Echo>
</ soapenv: Body>
</ soapenv: Envel ope>

Remarks:

= _-PUBLIC CERTIFICATE--- in tag BinarySecurityToken means that this part of the message will contain your public certificate in base64
format.

" Note the presence of a timestamp.

Example of a signed Response

<soapenv: Envel ope xml ns:env="http://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/ ">
<env: Header xm ns: head="http://fsb. bel gi um be/ header"
xm ns:v2="http://fsb. bel gi um be/ EchoServi ce/v2_00">
<head: f sbhHeader >
<fsb: f sbTransactionld
xm ns: fsb="http://fsb. bel gi um be/ header " >Wt 4ROJEM nKXWCAX8NNVgAAAAMNK/ f s
b: f sbTransacti onl d>
<head: nessagel d>j e ei gen nunmeri ng</ head: nessagel d>
</ head: f sbhHeader >
<wsse: Security soapenv: nust Under st and="1"
xm ns: wsse="http://docs. oasi s-open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- wsse
curity-secext-1.0.xsd">
<wsu: Ti mest anp wsu: | d="Ti nest anp- VPhr HLVWW6MeJTPW er 1t SA22"
xm ns:wsu="http://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- wssec
urity-utility-1.0.xsd">
<wsu: Creat ed>2018- 07- 03T13: 21: 12Z</ wsu: Cr eat ed>
<wsu: Expi res>2018- 07- 03T13: 26: 12Z</ wsu: Expi res>
</wsu: Ti nest anp>
<wsse: Bi narySecurityToken
Val ueType="http://docs. oasi s-open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- x509-
t oken-profile-1. 0#X509v3"
Encodi ngType="htt p: // docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- so
ap- nessage- security-1. 0O#Base64Bi nary"
wsu: | d=" BST- uwgZ0Il B5x MHB5TeShAo4Yg22"
xm ns: wsu="http://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- wssec
urity-utility-1.0.xsd">---PUBLI C CERTI FI CATE OF
FSB- - - </ wsse: Bi narySecurityToken>
<dsi g: Si gnhature
xm ns: dsig="http://ww.w3. org/ 2000/ 09/ xml dsi g#" >
<dsi g: Si gnedl nf 0>
<dsi g: Canoni cal i zat i onMet hod
Al gorithm="http://www. wW3. org/ 2001/ 10/ xm - exc- cl4n#"/ >
<dsi g: Si gnat ur eMet hod
Al gorithm="http://ww. w3. or g/ 2000/ 09/ xm dsi g#r sa- shal"/ >
<dsi g: Ref erence
URI =" #Ti mest anp- VPhr HLVW6MeJ TPW er 1t SA22" >



<dsi g: Transf or ns>
<dsi g: Transform
Al gorithm="http://ww. w3. org/ 2001/ 10/ xm - exc-cl4n#"/ >
</ dsi g: Transf or ng>
<dsi g: Di gest Met hod
Al gorithm="http://ww. w3. org/ 2000/ 09/ xm dsi g#shal"/ >

<dsi g: Di gest Val ue>AMtky VHAHQzwz| +J+R2HB6Cc QCnE=</ dsi g: Di gest Val ue>
</ dsi g: Ref erence>
<dsi g: Ref erence
URI =" #i d- AF63E2D621E6DF22F4153062407238320" >
<dsi g: Transf or ns>
<dsi g: Transform
Al gorithm="http://ww. w3. org/ 2001/ 10/ xm - exc- cl4n#"/ >
</ dsi g: Tr ansf or ns>
<dsi g: Di gest Met hod
Al gorithm="http://ww. w3. org/ 2000/ 09/ xmi dsi g#shal"/ >

<dsi g: Di gest Val ue>8YsBhb6f Z8] Wkwt Rr RNdhT35FVI =</ dsi g: Di gest Val ue>
</ dsi g: Ref erence>
</ dsi g: Si gnedl nf o>

<dsi g: Si gnat ur eVal ue>vLalUj t aG3r Pj ghggmHur zj XulCF3NGhl i </ dsi g: Si ghat ur eVa
[ ue>
<dsi g: Keyl nfo | d="Keyl nf 0- d418HE®W0b99BXbNs(A1Vg22" >
<wsse: SecurityTokenRef erence>
<wsse: Ref erence URI ="#BST- unwgZ0l B5x MHB5TeShAo4Yg22"
Val ueType="http://docs. oasi s-open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- x509-
token-profile-1. 0#X509v3"/>
</ wsse: SecurityTokenRef erence>
</ dsi g: Keyl nf o>
</ dsi g: Si gnat ur e>
</wsse: Security>
</ env: Header >
<env: Body wsu: | d="id- AF63E2D621E6DF22F4153062407238320"
xm ns: wsu="http://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- wssec
urity-utility-1.0.xsd" xm ns: head="http://fsb. bel gi um be/ header"
xm ns:v2="http://fsbh. bel gi um be/ EchoServi ce/v2_00">



<v2: Echo>Echoi ng Hal | o</ v2: Echo>
</ env: Body>
</ soapenv: Envel ope>

3.0

This service acts the same way as 2.0, but the signing should be done with SHA-256.

® Addtional information (messageld) is required in the header of the message (correlationld and processinstanceld are optional).
®* messageld should be an unique indentifier (the format is up to you). In case of a problem, FSB can investigate the logs/archives
based on that messageld
® correlationld is optional.This can f.e. be used to link several requests belonging to the same transaction
® processinstanceld is also optional. This can f.e. be used to provide an unique identifier within the same correlationld.
® Atimestamp is required in the header of the message
® the body and the message need to be signed (SHA-256)
® the body and timestamp of the response are also signed (with a FSB-certificate cn=FEDERALSERVICEBUSINT or cn=FEDERALSERVI
CEBUSPROD)

Request

<soapenv: Envel ope
xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: head="http://fsb. bel gi um be/ header"
xm ns:v2="http://fsb. bel gi um be/ EchoServi ce/ v3_00">
<soapenv: Header >
<head: f sbhHeader >
<head: nessagel d>j e ei gen nunmeri ng</ head: nessagel d>
</ head: f sbHeader >
</ soapenv: Header >
<soapenv: Body>
<v2: Echo>Hal | o</ v2: Echo>
</ soapenv: Body>
</ soapenv: Envel ope>

Please note that tags <FsbHeader> and <messageld> requires namespace http://fsb.belgium.be/header.

Example of a signed request (Done by SOAP Ul)

<soapenv: Envel ope xml ns: head="http://fsb. bel gi um be/ header™
xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns:v3="http://fsb. bel gi um be/ EchoServi ce/ v3_00">

<soapenv: Header >

<wsse: Security
xm ns: wsse="http://docs. oasi s-open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- wsse
curity-secext-1.0.xsd"
xm ns: wsu="http://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- wssec
urity-utility-1.0.xsd">

<wsse: Bi narySecurityToken

Encodi ngType="htt p: // docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- so
ap- message- security-1. 0#Base64Bi nary"


http://fsb.belgium.be/header

Val ueType="http://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- x509-
token-profile-1. 0#X509v3"
wsu: | d=" X509- E6906C601CAL7FODE61561983572837647" >--- PUBLI C CERTI FI CATE
--</wsse: Bi narySecurityToken>
<ds: Signature |d="SI G E6906C601CA17FI9DE61561983572839651"
xm ns: ds="http://ww.w3. org/ 2000/ 09/ xm dsi g#" >
<ds: Si gnedl nf o>
<ds: Canoni cal i zat i onMet hod
Al gorithm="http://ww. w3. org/ 2001/ 10/ xmi - exc- cl4n#" >
<ec: I ncl usi veNanespaces Prefi xLi st ="head soapenv v3"
xm ns: ec="http://ww. w3. org/ 2001/ 10/ xm - exc- c14n#"/ >
</ ds: Canoni cal i zat i onMet hod>
<ds: Si gnat ur eMet hod
Al gorithm="http://ww. w3. org/ 2001/ 04/ xm dsi g- nor e#r sa- sha256"/ >
<ds: Reference URI ="#i d- EG906C601CA17FI9DE61561983572838650" >
<ds: Transf or ns>
<ds: Transform
Al gorithm="http://www. wW3. org/ 2001/ 10/ xmi - exc- c14n#" >
<ec: | ncl usi veNanespaces Prefi xLi st="head v3"
xm ns: ec="http://ww. w3. or g/ 2001/ 10/ xm - exc- c14n#"/ >
</ ds: Transfornp
</ ds: Tr ansf or ms>
<ds: Di gest Met hod
Al gorithm="http://www. w3. org/ 2001/ 04/ xm enc#sha256"/ >

<ds: Di gest Val ue>Sj 4j Pr 2+l H / 0ScRmo5dWJk7P71 MLBOr AsJdKFr JHI A=</ ds: Di gestV
al ue>
</ ds: Ref erence>
<ds: Ref erence URI ="#TS- E6906C601CA17FODE61561983572833646" >
<ds: Transf or ns>
<ds: Transform
Al gorithm="http://ww. w3. org/ 2001/ 10/ xmi - exc- cl4n#" >
<ec: I nclusi veNanespaces PrefixLi st="wsse head soapenv v3"
xm ns: ec="http://ww.w3. org/ 2001/ 10/ xm - exc-cl4n#"/ >
</ ds: Transfornp
</ ds: Tr ansf or ns>
<ds: Di gest Met hod
Al gorithm="http://ww. w3. org/ 2001/ 04/ xm enc#sha256"/ >

<ds: Di gest Val ue>AzFj ¢/ noL5mCaz M 38gi uxgéndSt P/ b8r mHyni f 48U=</ ds: Di gest V
al ue>
</ ds: Ref erence>
</ ds: Si gnedl nf o>

<ds: Si gnat ur eVal ue>bzZL2gxV22bswcFgr 8640F88Vqv VbHds mCOWAhQuf f xOLl hf 3nbd8
maUSxz Bl nHy TRNBi 63sp+X4</ ds: Si gnat ur eVal ue>
<ds: Keyl nfo 1d="KI - E6906C601CA17F9DE61561983572837648" >
<wsse: SecurityTokenRef erence
wsu: | d="STR- E6906C601CA17FIDE61561983572837649" >
<wsse: Ref erence URI ="#X509- E6906C601CA17FI9DE61561983572837647"



Val ueType="http://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- x509-
token-profile-1. 0#X509v3"/>
</wsse: Securi tyTokenRef erence>
</ ds: Keyl nf 0>
</ ds: Si gnat ure>
<wsu: Ti mestanp wsu: | d="TS- E6906C601CA17FIDE61561983572833646" >
<wsu: Creat ed>2019- 07- 01T12: 19: 32Z</ wsu: Cr eat ed>
<wsu: Expi res>2019- 07-01T12: 24: 32Z</ wsu: Expi res>
</ wsu: Ti nest anp>
</wsse: Security>
<head: f sbhHeader >
<head: nessagel d>TESTSDQ</ head: nessagel d>
</ head: f sbhHeader >
</ soapenv: Header >
<soapenv: Body wsu: |l d="id- E6906C601CA17FIDE61561983572838650"
xm ns: wsu="http://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- wssec
urity-utility-1.0.xsd">



<v3: Echo>Dit is een test</v3: Echo>
</ soapenv: Body>
</ soapenv: Envel ope>

Remarks:

® --PUBLIC CERTIFICATE--- in tag BinarySecurityToken means that this part of the message will contain your public certificate in base64
format.

* Note the presence of a timestamp.

Example of a signed Response

<soapenv: Envel ope xml ns:env="http://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/ ">
<env: Header xm ns: head="http://fsb. bel gi um be/ header"
xm ns:v3="http://fsb. bel gi um be/ EchoServi ce/ v3_00">
<head: f sbhHeader >
<fsb: f sbTransactionld
xm ns: fsb="http://fsb. bel gi um be/ header " >XRN6W.NW R8j Ar OM363bzgAAAAg</f s
b: f sbTransacti onl d>
<head: nessagel d>TESTSDQ</ head: messagel d>
</ head: f sbhHeader >
<wsse: Security soapenv: nust Under st and="1"
xm ns: wsse="http://docs. oasi s-open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- wsse
curity-secext-1.0.xsd">
<wsu: Ti mest anp wsu: | d="Ti nest anp- DrOnl j Gri gYzRDUHWBYvpA22"
xm ns:wsu="http://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- wssec
urity-utility-1.0.xsd">
<wsu: Creat ed>2019- 07- 01T12: 19: 36Z</ wsu: Cr eat ed>
<wsu: Expi res>2019- 07- 01T12: 24: 36Z</ wsu: Expi res>
</wsu: Ti nest anp>
<wsse: Bi narySecurityToken
Val ueType="http://docs. oasi s-open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- x509-
t oken-profile-1. 0#X509v3"
Encodi ngType="htt p: // docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- so
ap- nessage- security-1. 0O#Base64Bi nary"
wsu: | d="BST- LVLKkh2kUkvx| Czf HZ1Tpw22"
xm ns: wsu="http://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- wssec
urity-utility-1.0.xsd">---PUBLI C CERTI FI CATE OF
FSB- - - </ wsse: Bi narySecurityToken>
<dsi g: Si gnhature
xm ns: dsig="http://ww.w3. org/ 2000/ 09/ xml dsi g#" >
<dsi g: Si gnedl nf 0>
<dsi g: Canoni cal i zat i onMet hod
Al gorithm="http://www. wW3. org/ 2001/ 10/ xm - exc- cl4n#"/ >
<dsi g: Si gnat ur eMet hod
Al gorithm="http://ww. w3. org/ 2001/ 04/ xm dsi g- nor e#r sa- sha256"/ >
<dsi g: Ref erence
URI =" #Ti mest anp- Dr Onl j Gi gYzRDUHVWBYvpA22" >



<dsi g: Transf or ns>
<dsi g: Transform
Al gorithm="http://ww. w3. org/ 2001/ 10/ xm - exc-cl4n#"/ >
</ dsi g: Transf or ng>
<dsi g: Di gest Met hod
Al gorithm="http://ww. w3. org/ 2001/ 04/ xm enc#sha256"/ >

<dsi g: Di gest Val ue>06dl dyl Adof 4Di / Bv6DASSVCFz Xka/ j r LyH8aXRFNKs=</ dsi g: Di g
est Val ue>
</ dsi g: Ref erence>
<dsi g: Ref erence
URI =" #i d- E6906C601CA17F9DE61561983572838650" >
<dsi g: Transf or ns>
<dsi g: Transform
Al gorithm="http://ww. w3. org/ 2001/ 10/ xm - exc-cl4n#"/ >
</ dsi g: Tr ansf or ns>
<dsi g: Di gest Met hod
Al gorithm="http://ww. w3. org/ 2001/ 04/ xm enc#sha256"/ >

<dsi g: Di gest Val ue>qUf OKT2Jk Q0x 61 XWw XDTAP9d9Xk OXwnkaf u+7mNl M=</ dsi g: Di g
est Val ue>
</ dsi g: Ref erence>
</ dsi g: Si gnedl nf o>

<dsi g: Si gnat ur eVal ue>Oh++AeZ/ VszuKsg279t x2y 3vPXu+vOmnqql oRQy</ dsi g: Si gn
at ur eVal ue>
<dsi g: Keyl nfo | d="Keyl nf 0- 6b8CkD3sw 1KY620GoemA22" >
<wsse: SecurityTokenRef erence>
<wsse: Ref erence URI ="#BST- LVLKkh2kUkvxI| Czf HZ1Tpw22"
Val ueType="http://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- x509-
t oken-profile-1. 0#X509v3"/>
</ wsse: Securi tyTokenRef erence>
</ dsi g: Keyl nf 0>
</ dsi g: Si gnat ur e>
</wsse: Security>
</ env: Header >
<env: Body wsu: | d="id- E6906C601CA17F9DE61561983572838650"
xm ns:wsu="http://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- wssec
urity-utility-1.0.xsd" xm ns: head="http://fsb. bel gi um be/ header"
xm ns:v3="http://fsh. bel gi um be/ EchoServi ce/ v3_00">



<v3: Echo>Echoing Dit is een test</v3:Echo>
</ env: Body>
</ soapenv: Envel ope>

Technical documentation (WSDL, XSD)

Service contracts (wsdl, xsd's) and endpoints are available via below links:
SecuredEchoService v1
SecuredEchoService v2

SecuredEchoService v3

Create SOAP Ul project SecuredEchoService 1.0

1° Open SOAP Ul

2° Select via Menu-File item "New SOAP Project"

Project Suite Case Step  Tools Desktop  Help
Create Empty Project ol Fg \? ﬂ f

Mew SOAP Project All Forum Trial Preferences p
Mew REST Proj| Creates a new W5DL/S0AP based Web Service Project in this works

e

AP g
Import Project Ctri-| I ’ Y@ Oo,

3° Enter "https://fsb.services.int.belgium.be/1.00/CPS_SecuredEchoService?wsdl" to retrieve the WSDL (or you can download the WSDL from
browser, and via button Browse... you can select the WSDL-file). Provide also a Project name.

& When you can't get the WSDL from the URL, there is probably a firewall issue between your platform and FSB.

New SOAP Project
Creates a WSDL/SOAP based Project in this workspace

Project Name: | SecuredEchoService 1.0]

Initial WSDL: ~|‘sb.services.int. belgium.be/1.00/CPS_SecuredEchoServicetwsd | | Browse... |

Create Requests: [v] Create sample requests for all operations?
Create TestSuite: [ | Creates a TestSuite for the imported WSDL
Relative Paths: [ ] Stores all file paths in project relatively to project file (requires save)

4° You'll see this in the navigator.


http://dtservices.bosa.be/nl/services/fsb/web-services-families/utilityservices-s137/documentatie-utilityservices-s137#S243-SecuredEchoService%20v1.0
http://dtservices.bosa.be/nl/services/fsb/web-services-families/utilityservices-s137/documentatie-utilityservices-s137#S243-SecuredEchoService%20v2.0
https://fedictaim.atlassian.net/wiki/download/attachments/685015127/CPS_SecuredEchoService.wsdl?version=1&modificationDate=1561966083171&cacheVersion=1&api=v2

E}. SecuredEcheService 1.0
: E}q-: EchoSoapBinding
IE}""r Echo
- ,.,,p Request 1

! B . i e S—

5° As the SecuredEchoService requires a signed request, the next sections explains how to add security
6° Add your own keystore.The keystore contains the private and public key of your certificate, which is required to sign the request.

® Double click on the project. This will open the property screen. Go to WS Security Configuration/Keystores
® Click on the green '+' to add your keystore

W —
E} y ] UtlrrtySewlcﬁ—SecudechoSemc
! q_ EchoSoamedmg

=4 Eche

ar Request 1
. -

. LHilityServices-5ecuredEchoService-1.0 i

WW’S—S&CW@ Copfigurations rSecuincal Defaults

Source | Status | Password | Default Alias
C\Fedict\ssl-fedict... OK [TITTTTT)

MCINEEE

File Name: | RDStevenDechercq-test jks

Files of Type |

® Enter the password that you have assigned to your keystore

o Specify password for [RDStevenDeclercg-test,jks]

Cancel




® When the entered password is correct, the status will be 'OK'

B UtilityServices-SecuredEchoService-1.0

|/ Overview |/ TestSuites |/ W5-Security Configurations |/ Security S5can Defaults

Incoming W5-5ecurity Configurations |T Keystores I/TI'I.ISISI{HE |
Outgoing W5-5ecurity Configurations
+ X o

Source Status | Password | Default Alias Alias Password
Ch\Fedict\ssl-fedict... QK Il

* Now we'll attach your keystore to the siging part of the request. Go to tabpage "Outgoing WS-Security Configurations", click on the green
o

o B

B SecuredEchoService 1.0

r Overview I/ TestSuites I/ W5-5ecurity Configurations |/ Security Scan Defaults
(7]

Incoming W5-5ecurity Configurations |/ Keystores |/Tn.|s|sturﬁ |
L Outgoing W5-5ecurity Configurations

[+ o
o

Mame DefauItUsernamef...| Default Password | Actor Must Understand
v
g ¥ oA
4
*

® Give the Security Configuration a name (f.e. outgoing)



outgoing|

o Specify unique narne for configuration

0K

| Cancel |

® Now click on the green '+' to select WSS entries, choose Signature

B SecuredEchoService 1.0 :

|/ Overview I/ TestSuites I/ W5-5Security Configurations I/ Security Scan Defaults

Incoming W5-5Security Configurations qusturﬁ |/Tn.|s|stur|5 |

Outgoing WS-5ecurity Configurations
+ X
Mame | Default Usernamef...| Default Password | Actar | Must Understand
outgoing L]
Y

[Si gnature

A Select type of entry to add

oK

Cancel |

® provide the following information and close this window.

1= filename of the keystore

2= alias of private key

3= password of private key

4= key ldentifier type should be set to Binary Security token

5= mark "Use single certificate for signing"




B SecuredEchoService 1.0

r COverview I/ TestSuites I/ W5-Security Configurations I/ Security Scan Defaults |
(7}
r Qutgoing W5-Security Configurations |/ Incoming WS-5Security Configurations r Keystores rTmsIstmﬁ |
+ X )
Mame | Default Username/Alias | Default Password | Actor | Must Understand
outgoing [ ]
av
L. S
EypstiE ; Keystore: ’RDStevenDecIercq—test.jks ']
Alias: ’rdsteuendeclercq—test 'l
Password: e |uuuu |
Key ldentifier Type: [Einar}f Security Token "]
Signature Algerithm: l< default> ']
Signature Canonicalization: ’<default> 'l
Digest Algorithm: |<default> -|
Use Single Certificate: e |Use single certificate for signing
o Key et | |
_____ n Key Identifier ValueType | |
Parts: o= X
D | Mame Mamespace Encode

® now, open a request, and apply the security settings. Click on the Auth tab of the request, choose "Add New Authorization", choose
Basic, and finally select your outgoing WSS config.




inp Request 1

’ Nﬂ" i E O ; i https://fsh.services.int.belgium.be/1.00/CP5_SecuredEchoService

[ <apapenv:-Envelope xmlns :Elc:apem.:"http:.-’,-’schemas_xmlsnap_nrg,-’snap,-‘em: ;
<apapenv:Header/>
= <zoapenv:Body>
<ywl:Echo>?</vl:Echo>
< /aopapenv:Body>

Rawe | *hAL

</ 3opapenv:Envelope>

1]

Authorization: Mo Authorization A

Mo Authorization

Not Yet Configured
Authorization has not been set for protected services.

Use the Authorization drop down to configure,

saders (0} Attachments (0} WS-A  WS-RM 5 Headers

IMS Property (0)




Authorization: ’Ea giC - d

Username: | |
Password: | |
Domain: | |

Pre-emptive auth: (#) Use global preference
() Authenticate pre-emptively

Incoming W55:
R

7° Finally click on the green arrow of the request, and you'll get result :

ig Request 1

Py o@E0OL R ﬂlhttps:f.ffsb‘sarvicas‘mt‘belqium‘beﬂ.OO.fCPS_SecuradEchoSerw:e [']‘ﬁ + @
3 [B <soapeny-Envelope smlns:soapenv="http://schemas xmlsoep org/sosp/eniS N 3 [B¢sospenv-Bavelope mmlns:env="http://schemas xmlscep org/sasp/envelope/” mmlns:soapen]al
= <scapenv:Header/> = <socapenv:Header/>
=z = <soapenv:Body> /; = <scapenv:Body wsu:Id="id-1BDD383F744B864EFB1531215322370200" xmlns:wsu="http://do
o= <vl:Echo>?</vl1:Echo> & <vl:Echo>?</vl:Echo>
</s0apenv:Body> — </scapenv:Body>
</scapenv:Envelopes </s0spenv:Envelopes

Username: | |

Passward: | |

Domain: | | g

Pre-emptive auth: (%) Use global preference
() Authenticate pre-emptively

incomnguiss: [ 7]

ﬂAuth(Ba... Headers... Attachments.. WS.. WS-R.. JWSHead.  JMS Property

response time: 192ms (419 bytes) 5:1

[

KN

Headers (9) Attachments (0} SSL Info (3 certs)

Create SOAP Ul project SecuredEchoService 2.0

1° Open SOAP Ul

2° Select via Menu-File item "New SOAP Project"



Project  Suite  Case Step  Tools  Desktop  Help
Create Empty Project ol F@ \$ ﬂ G

Mew SOAP Project CIg-h e All Forum Trial Preferences P

Mew REST Proj| Creates a new W5DL/50AP based Web Service Project in this works

Import Project Ctrl-| I ’ Yo EOo

3° Enter "https://fsb.services.int.belgium.be/UtilityServices/2.0/CPS_SecuredEchoService?wsdl" to retrieve the WSDL (or you can download the
WSDL from browser, and via button Browse... you can select the WSDL-file). Provide also a Project name.

;i\'\, When you can't get the WSDL from the URL, there is probably a firewall issue between your platform and FSB.

New SOAP Project
Creates a WSDL/SOAP based Project in this workspace

Project Mame: IS&curedEchuSer\rice 2.0

Initial WSDL: |t belgium be/UtilityServices/2.0/CPS_SecuredEchoService?wsdl | | Browse... |

Create Requests: [v] Create sample requests for all operations?
Create TestSuite: [ | Creates a TestSuite for the imported WSDL
Relative Paths: || Stores all file paths in project relatively to project file (requires save)

e e Cmpr g ———— e

E} . SecuredEchoService 2.0
' %= EchoSoapBinding
EI’:; Echao
- i'%,’ Request 1

5° As the SecuredEchoService requires a signed request, the next sections explains how to add security
6° Add your own keystore.The keystore contains the private and public key of your certificate, which is required to sign the request.

® Double click on the project. This will open the property screen. Go to WS Security Configuration/Keystores
® Click on the green '+' to add your keystore

W —~
E} . UtlrrtySewlcﬁ—SecuredEchoSewlc
B - EchoSoamedmg
=4 Echo
E‘-----ie Request 1

. UtilityServices-SecuredEchoSeryice-1.

WWS-SECW@ Copfigurations r Security Scan Defaults

Incoming W5-5ecurity Configuratio ores r Truststores |
Qutgoing WS-5ecurity Configurations

Source | Status Passwaord | Default Alias
Ch\Fedict\ssl-fedict... QK [TTTTTTT)




® Most probably, this will be a .jks file that contains the private and public key of your certificate

ookl (&1 s tesc - (&)@

File Name: | RDStevenDechercq-test jks
Files of Type |

® Enter the password that you have assigned to your keystore

o Specify password for [RDStevenDeclercg-test,jks]

Cancel

® When the entered password is correct, the status will be 'OK'

BB UtilityServices-SecuredEchoService-1.0

|/ Overview |/ TestSuites |/ W5-Security Configurations |/ Security S5can Defaults

Incoming WS-Security Configurations | Keystores | Truststores |
Outgoing W5-5ecurity Configurations
+ X
Source | Status | Password | Default Alias Alias Password
ChFedictssl-fedict... OK sssnnnss

* Now we'll attach your keystore to the siging part of the request. Go to tabpage "Outgoing WS-Security Configurations", click on the green
o



B SecuredEchoService 1.0

|/ Overview I/ TestSuites I/ WS-Security Configurations |/ Security Scan Defaults

Incoming W5-5ecurity Configurations |/ Keystores |/Tn.|s|stuns |
L Outgoing W5-5ecurity Configurations
f
+ )
o

Mame |DefauItUsernamef...| Default Password | Actor Must Understand

® Give the Security Configuration a name (f.e. outgoing)

outgoing|

o Specify unique name for configuration

0] 4 | Cancel |

® Now click on the green '+' to select WSS entries. 2 entries must be applied : Timestamp & Signature . '_ The order of the WSS-entries
are important. Choose first of all Timestamp and at last Signature
® Set Time To live to 300 and uncheck "Milliseconds Precision"



B SecuredichoService 240 0 Mo
Overdew ].Tm i'.W!--SﬁuuyCMrgurahm | Securiy Scan Defauits |

LL]
_' wrig 'Wi-Secunty Config | Ky L
| Ourgeing WS- Secwrity Configurations
+ X o
[ Marme | Deftt Usermars.| Dbt Passwerd | Retor | Must Uncerstaed |
.ﬁ"
ol el
£ r
Timestamp ¥ Time To Live: _Rl}

Wlligecand Precissr: | ::‘S-eispucmmuhin'rﬁblmpw rnllis:'cunds:

® Click on the green '+' to select the Signature WSS-entry.
® provide the following information and close this window.

1= filename of the keystore

2= alias of private key

3= password of private key

4= key ldentifier type should be set to Binary Security token
5= mark "Use single certificate for signing"

6= identity which parts should be signed.

Body = http://schemas.xmlIsoap.org/soap/envelope/ (for SOAP 1.1); http://www.w3.0rg/2003/05/soap-envelope (for

SOAP 1.2)

Timestamp = http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd

+ X~ -
T_imestamp § Keystore: o ’RDStevenDecIercq—test.jks ']
ignature
Passwaord: |uuuu
Key Identifier Type: ’ Binary Security Token ']
Signature Algorithm: ’<default>
Signature Canonicalization: ’<defau|t>
Digest Algorithm: ’<default>

o Use single certificate for signing

Use Single Certificate:

® now, open a request, and apply the security settings. Click on the Auth tab of the request, choose "Add New Authorization", choose

Basic, and finally select your outgoing WSS config.

Parts: o= X
o ID| Mame | Mamespace
Body http://schemasxmlsoap.org/soap/envelope/

Timestamp http://docs.oasis-open.org/wss/2004/01/asi...




inp Request 1

’ Nﬂ" i E O ; i https://fsh.services.int.belgium.be/1.00/CP5_SecuredEchoService

[ <apapenv:-Envelope xmlns :Elc:apem.:"http:.-’,-’schemas_xmlsnap_nrg,-’snap,-‘em: ;
<apapenv:Header/>
= <zoapenv:Body>
<ywl:Echo>?</vl:Echo>
< /aopapenv:Body>

Rawe | *hAL

</ 3opapenv:Envelope>

1]

Authorization: Mo Authorization A

Mo Authorization

Not Yet Configured
Authorization has not been set for protected services.

Use the Authorization drop down to configure,

saders (0} Attachments (0} WS-A  WS-RM 5 Headers

IMS Property (0)




L L Bl |

Authorization: ’Ea giC -

Username:

Password:

Domain:

Pre-emptive auth: (#) Use global preference

() Authenticate pre-emptively

Outgoing W55
Incoming W55:
R

7° Finally click on the green arrow of the request, and you'll get result :

i‘; Request 1

pYEOL R B [https://fsb.services.int.belgium, be/UtilityServices/2.0/CPS_SecuredEchoService [=] +
— |l <scapenv:Envelope umlns:scapenv="http://schemas.xmlsoap.org/soap/eni® § [ Read-IsbHeader
g = <scapenv:Header> 1 ; <fsb:fsbTransactionld xmlns:fsb="http: b_belgium. be/header">WORzHOx1HGCY!
= <head-fsbHeaders> <head:-messageld>je eigen nummering</head:messageIld>
] - = . -
&£ <hezd:messageld>je eigen nummering</head:messageld> & </head:fsbHeader>
</head: fsbHeader> = <wsse:Security soapenv:mustUnderstand="1" xmlns:wss
</spapenv:Headars =] <wsu:Timestamp wsu:Id="Timestamp—sLDng: 7
O <scapenv:Bodys <wsu:Created>Z018-07-10T08: 43:332</wsu: Creatad>
<vi:EchorHzllo</vi:Echo> <wsu:Expires>2018-07-10T08:54:332</wsu: Expires>
</scapenv:Body> e/wsuiTimestamps
</scapenv:Envelope> <wsse:BinarySecurityToken ValusTyp sis-open org/wss 2004701
/ :
2] <dsig:Signature amlns:dsig="http 05/ umldsige”>
= <dsig:SignedInfo>

<daig:-CanonicalizationMethod Algorithm="http://www w3 Z001/10/xml
<dsig:SignatureMethod Algorithr="http:/ /www.w3.org/2000/03/xmldsigirs
=] <dsig:Reference URI="$Timestamp-slDngzo03TTVd] THTmEaEwl2">

= <dsig:Transforms>
<dsig:Transform Rlgorithr="http://www.w3_org/2001/10/xml-exc-cl
</dsig:Transforms>
<dsig:DigestMethed Algorithm="http://www. w3.0rg/2000/0%/xmldsigésh|
<dsig:DigestValue>FBtaaSkrhbX0SJc1McLHUOIZV/M=</dsig: DigestValue>
</dsig-Reference>
=] <dsig:Reference URI="#id-1BDD383F744BE64EFR1531212571375150">
= <dsig:Transforms>

<dsig:Transform Rlgorithr="http://www.w3_org/2001/10/xml-exc-cl

</dsig:Transforms>
<dsig:DigestMethod Algorithm="http://wmw.w3.crg/2000/05/xmldsigish

- <dsig:DigestValue>z4iZiruTONY1IFEEl+razSE8r0E=</dsig:DigestValue>
L I DE </dsig:Referances
< </dsig:SignedInfo>

<dsig:SignatureValue>HkhVQ8aeCvXlbVockEihui JVQogqnxK+Hv4e/ INEHZF3Iq0Ztudne
=] <dsig:KeyInfo Id="KeyInfo-5izSilrTUD1R94ZpEdSghazz">
= <wsse:SecurityTokenReference>

<wsse:Reference URI="#BST-HhJctjqwlmsVSWUwhkRYkQ22" ValueType="htt;

Username: ‘ ‘ </wsse:SecurityTokenReference>
Frszrms ‘ ‘ </dsig:-KeyInfor
</dsig:Signature>
Domain: ‘ ‘ </wsse:Security>
</env:Header>
Pre-emptive auth: (3) Use global preference =] <env:Body wsu:Id="id-1BDD383F744BE64EFB1531212571376190" xmlns:wsu="http://docs. o

<vZ:Eche>Echoing Hallo</vi:Echo>
</env:Body>

() Authenticate pre-emptively

</soapenv:Envelope>
4 ID

Headers (9) Attachments (0} SSL Info

Attachments... WS.. WS5-.. M5 Hea

Create SOAP Ul project SecuredEchoService 3.0

The same steps should be executed as described in SecuredEchoService 2.0. Only the signing algorithm should be changed :

® provide the following information and close this window.



1= filename of the keystore
2= alias of private key

3= password of private key

4= key Identifier type should be set to Binary Security token

5= mark "Use single certificate for signing"

6= identity which parts should be signed.

Body = http://schemas.xmlsoap.org/soap/envelope/ (for SOAP 1.1); http://www.w3.0rg/2003/05/soap-envelope (for

SOAP 1.2)

Timestamp = http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd

7= Signature Algorithm : the SHA-256 algorithm must be choosen : "http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256"

8= Digest Algorithm : the SHA-256 algorithm must be choosen : "http://www.w3.0rg/2001/04/xmlenc#sha256"

+ X~ ~

: <

T.II’T'IEStEI’T'Ip ¥ Keystore: [RDStevenDecIercq—test.jks ']

ignature
Alias: [rdstevendeclercq-test ']
Password: e sssssnee
Key |dentifier Type: [BinarySecurityToken ']

Signature Algorithm:
Signature Canonicalization:
Digest Algorithm:

Use Single Certificate:

Parts:

[http:ffwww.wi. org/2001/04/xmldsig-more#rsa-sha236

[<defau|t>

[http:ffwww.wi. org/2001/04/xmlenc#shal5 ']

Use single certificate for signing

+ X
D | MName MNamespace Encode
Body http://schem...
Timestamp http://docs.o..

Configure downloaded SOAP Ul project SecuredEchoService 1.0

1° Open SOAP UL.

2° Import for example project SecuredEchoService-soapui-project.xml from menu 'File/import Project'.

3° During import you might receive error “the project cannot find the keystore". Neglect this message and press continue.

4° Add your own keystore.The keystore contains the private and public key of your certificate, which is required to sign the request.

® Double click on the project. This will open the property screen. Go to WS Security Configuration/Keystores

® Click on the green '+' to add your keystore



http://schemas.xmlsoap.org/soap/envelope/
http://www.w3.org/2003/05/soap-envelope
http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd
http://www.w3.org/2001/04/xmldsig-more#rsa-sha256
http://www.w3.org/2001/04/xmlenc#sha256

W .- e

=M UtilityServices-SecuredEchoService
| B3 EchoSoapBinding
EI’:J Echo
i-----i% Request 1

WWS—SECW@ Copfigurations r Security Scan Defaults

Look/n (3 sel-fedict -| [aa] (2] EIP.__—]

i

File Name: | RDStevenDechercg-testjks

Files of Type [

® Enter the password that you have assigned to your keystore

o Specify password for [RDStevenDeclercg-test.jks]

® |f the entered password is correct, the status will be 'OK'

[ ] LitilityServices-SecuredEchoService-1.0

. o Incoming W5-Security Configuratio ores rTmsIslorﬁ |

: Outgoing WS-Security Configurations

. Source Status Password | Default Alias
. Ch\Fedict\ssl-fedict... OK I

|/ Overview I/ TestSuites I/ W5-Security Configurations I/ Security 5can Defaults

Incoming W5-5Security Configurations |T Keystores I/Tmslstnns |

DOutgoing WS5-5ecurity Configurations

+ X

Source | Status | Password | Default Alias

Alias Password

ChFedict'ssl-fedict... QK (Tl

* Now we'll attach your keystore to the siging part of the request.
® Select in the same property popup, tabpage "Outgoing WS-Security Configurations".




Click on outgoing sdq, then on signature

Replace the keystore with your own keystore

Choose the alias of the certificate (every certificate in a keystore has an alias - you'll see all the aliases in the dropdown list)
Finally provide the password of your private key.

o B

[ ] LHilityServices-5SecuredEchoService-1.0

r Overview |/ TestSuites |/ W5-Security Configurations r Security Scan Defaults |
(7]

Incoming W5-Security CunﬁguraﬁuWFm_-L_
Outgoing WS-Security Cunfw
+ X - C
Name‘ﬂ"’rf}-efaultUsernamef...| Default Password | Actor | Must Understand
outgoing sdq ]
v 1
+ X o v \
: ]
ignature 't"R'@Btm&-—-________________. ’RDStEl.renDeclercq-test.jks "’]
Alias: ’rdsta.rendeclercq-test "’]
Password: |||-|||-|
Key Identifier Type: ’ Binary Security Token "]
Signature Algorithm: ’<default:-
Signature Cancnicalization: lddefaultb-
Digest Algorithrm: ’<default:-
Use Single Certificate: Uze single certificate for signing
[ »]

® Leave all the values as they are. /! Only Signature is required for SecuredEchoService 1.0

® Close the popup, and double click on Request 1 (point 1)

You'll see an example request containing the value Hallo in <Echo>. This value will be echoed back by the SecuredEchoService
2.0
® Click on Auth (see point 2) to verify that outgoing sdq is selected
® Choose your endpoint (integration https://fsb.services.int.belgium.be/1.0/CPS_SecuredEchoService; production https://fsb.servic
es.pr.belgium.be/1.0/CPS_SecuredEchoService)
® Finally click on the green flag (execute) (point 3)
® You will receive a response that contains the echoed value "Hallo"


https://fsb.services.int.belgium.be/1.0/CPS_SecuredEchoService
https://fsb.services.pr.belgium.be/1.0/CPS_SecuredEchoService
https://fsb.services.pr.belgium.be/1.0/CPS_SecuredEchoService

= I UtilityServices-SecuredEchoService-1.0
&35 EchoSoapBinding

32 Request 1

tbelgium.be/1.00/CPS_

o B
<%+ @

e T T D = o ; Frep ey p— |
s0 : :
2 Request 1 <scepeny-Bodyr /T <soepenv-Body weu:Td—"id-1SDIGEIFT 43864EEBLS3121280483717S" rmlns rweu="huEp: //da

A (1] P i .
. <#soapeny:Body> | </soapenv:Bedy>
M </s0apenv:Envelope> [P scapenv:znvelcper
. E
. L — [ [al|
L Password: Header I Value

L+ [ —— | — Recp-Alve Tmeaut=13, max=300

Request Properties omain: Server Apache/2d

Property [ Value [ b ® Use global preference [X-ORACLE-DMS-ECID 20435¢2f-aeb5-47a1-beSd-44629cA3ceaa-00053951

Name Request 1 A |connection Keep-Alive

Description O Authenticate pre-emptively | [estotus HTTP/1.1200 OK

Message Size 26 Content-Length 4z

Encoding uTF-8 [X-ORACLE-DMS-RID 0

Endpoint. htps://fsb.services.int belgi.. et Date Tue, 10 Jul 2018 08:45:06 GMT

Timeout = Content-Type textfuml; charset=UTF-8

Bind Address

Follow Redirects e w Attachments .. WS.. WS-R.. JMSHead. JMSPropers Headers (9)] Attachments (0} SSLinfo (3 certs) W5 (0] 145 (0)

Username = g

Password ~ s (423 bytes) 1:1

Configure downloaded SOAP Ul project SecuredEchoService 2.0

1° Open SOAP UI.
2° Import for example project SecuredEchoService-with-Fs

3° During import you might receive error "the project canno

bHeader-soapui-project.xml from menu 'File/import Project'.

t find the keystore". Neglect this message and press continue.

4° Add your own keystore.The keystore contains the private and public key of your certificate, which is required to sign the request.

® Double click on the project. This will open the prop
® Click on the green '+' to add your keystore

Ap MEQUEST |
B8 UtilityServices-SecuredE
E}z EchoSoapBinding

r Project Properties r Custom Properties |

| Value

[T S T

| Property

| Y —

erty screen. Go to WS Security Configuration/Keystores

[ ] UtilityServices-SecuredEchoService-2.0

o B

’mﬂw_aws-Securit'_',r Conf'furati ons r Security Scan Defaults

IncumingWS—SE(uﬁinonﬁgumng,/_l(e;stores |/Tn.|s|shm5 |
utgoil

® Most probably, this will be a .jks file that contains the private and public key of your certificate

Loakn: [C3 sei-fedict

MICIRIEIEIES

o

File Hame:

[R-DSt-r.ﬂ.HlDﬂhrcq-ttsLj‘hs

Files of Typee |

® Enter the password that you have assigned to your keystore

going WS-Security Configurations
W"
| Source | Status | Password | Default Alias Alias Password
C\Fedict\ssl-fedict... OK [TTTTTTT]




o Specify password for [RDStevenDeclercg-test.jks]

If the entered password is correct, the status will be 'OK'

BB UtilityServices-SecuredEchoService-2.0

|/ Overview |/ TestSuites |/ W5-5ecurity Configurations |/ Security Scan Defaults

Incoming W5-5ecurity Configurations r Keystores rTmslstnns |
QOutgeing W5-5ecurity Configurations

+ X

Source Status | Paszword | Default Alias Alias Password
ChFedictssl-fedict... QK

Now we'll attach your keystore to the siging part of the request.

Select in the same property popup, tabpage "Outgoing WS-Security Configurations".

Click on outgoing sdq, then on signature

Replace the keystore with your own keystore

Choose the alias of the certificate (every certificate in a keystore has an alias - you'll see all the aliases in the dropdown list)
Finally provide the password of your private key.




B UtilityServices-SecuredEchoService-2.0

|/ Overview |/ TestSuites |/ W5-5ecurity Configurations |/ Security 5can Defaults |
(7]
Incoming W5-5ecurity Configurations |/ Kgﬁmﬁ Truststores |
@ng WS-Security Cﬂﬂ@
+ X - C
Mame ault Username.."...| Default Password | Actor | Must Understand
outgoing sdq L]
v ]
4= MW - \v
: b |
Timestamp ¥ Keystare: —— ’RDStevenDeclercq-test.jks "’]
ignature
Alias: ’ "l
Pazsword: |Illiiiii
Key ldentifier Type: ’Binar}r Security Token "]
Signature Algorithm: [ddefaulth-
Signature Cancnicalization: [<de‘|‘ault>
Digest Algorithm: [ddefaulth-
Use Single Certificate: Use single certificate for signing
[+

® |eave all the values as they are. Timestamp and Signature are required for SecuredEchoService 2.0; only Signature is required for
SecuredEchoService 1.0
® When you scroll down you'll note the signing parts (You'll not see those topics in the SecuredEchoService)



I UtilityServices-SecuredEchoService-2.0 :

r Overview r TestSuites r WS-5Security Configurations r Security Scan Defaults |

( Outgoing WS-Security Configurations r Inceming WS-Security Confi i

I

T I

+ X

K,

Mame | Default Username/Alias |

Default Password |

Actor

Must Understand

outgoing sdq

[]

Password: |uuoou |

Key Identifier Type: ’Binary Security Token ']

Signature Algorithm: ’<default> VI
Signature Canonicalization: ’<defau|t> VI
Digest Algorithm: ’<default> VI

Use Single Certificate:

Parts:

+ X

Use single certificate for signing

D

MName

MNamespace E.

Body
Timestamp

http://schemas.xmlsoap.org/soap/en...
http://deocs.casis-cpen.org/wss/2004..,

® Close the popup, and double click on Request 1 (point 1)

You'll see an example request containing the value Hallo in <Echo>. This value will be echoed back by the SecuredEchoService

2.0
Click on Auth (see point 2) to verify that outgoing sdq is se

lected

tps://fsbh.services.pr.belgium.be/UtilityServices/2.0/CPS_SecuredEchoService)

Finally click on the green flag (execute) (point 3)

Choose your endpoint (integration https://fsb.services.int.belgium.be/UtilityServices/2.0/CPS_SecuredEchoService; production ht

® You will receive a response (body + timestamp signed) which contains the echoed value "Echoing Hallo"

bell 0/CPS_SecuredEchoService

es.int.belg

45je sigen

B UtilityServices-SecuredEchoService-2.0
=32 EchoSeapBinding
=Xt

=

TSy R ———— T T [
z "
z
- 3
ot
B i
=] o>
T B e T STEARAQ22% ValusTypemvhes
|| </envicases
Mg, <ea wsu:Id="id-1BDD383F744B864EFB1531212571376190" xmlns iwsu="http://docs.o

</enviBedy>
</ s0speny: nveloper

choEchaing Halla</v2:Scha>

Pre-emptive auth

Request Properties

(3) Use global preference

© Authenticate pre-emptively

Header

Value

Keep-Alive

|X-ORACLE-DMS-ECID
|Connection

|Estatus#
Content-Length
[X-ORACLE-DMS-RID

Property Value | Outgoing WSS:
Name Request 1 - -
Description ming WSS: [~
Message Size a5
Encoding uTF-8 o —
Endpoint https:/yfsh sevices int belgi. Ul
Tirmeout ( & Aun @a.. hd:vﬁ... Attachments ...
Bind Address response imie J6ems (6686 bytes)
Enllowy Reirte s

Date

fimeout=15, max=500
Apache/2.4
45(63460-2¢29-476e-2667-dabec 35801 cb-000746af
Keep-Alive
HTTP/1.1 200 0K
506

0
Tue, 10 Jul 2012 08:49:32 GMT
L chaemt—LITE.2.

-
Headers (9)| Attachments (0) SSLinfo (3 certs)

WS WSRuw

Configure downloaded SOAP Ul project SecuredEchoService 3.0

The same steps should be executed as described in "Configure downloaded SOAP Ul project SecuredEchoService 2.0", but having the project Ut


https://fsb.services.pr.belgium.be/UtilityServices/2.0/CPS_SecuredEchoService
https://fsb.services.pr.belgium.be/UtilityServices/2.0/CPS_SecuredEchoService
https://fsb.services.pr.belgium.be/UtilityServices/2.0/CPS_SecuredEchoService

ilityServices-SecuredEchoService-3-0-soapui-project.xml imported into SOAP UI.

The endpoint of this service is https://fsb.services.int.belgium.be/UtilityServices/3.0/SecuredEchoService and for production https://fsb.services.pr.
belgium.be/UtilityServices/3.0/SecuredEchoService

Problems/Issues

When there are issues with the request, the following response could be returned :

® OSB-386200: General web service security error

® This can have many causes :

® is the request signed ? check Auth tab-page to verify Outgoing WSS

is the password of the private key correct ? (you'll not be notified when this is the case)
is the public certificate known and/or uploaded into the LDAP of FSB ?
is the timestamp present ?
is SHA1 or SHA2 used ?
go to the HowTo-part of this document to review all the steps required to have a working SOAP Ul Project

® OSB-386102: Message-level authorization denied
® When you receive this message, you need to contact BOSA. This means that the certificate is known @BOSA, but no proper
authorisations have been granted to the certificate to use SecuredEchoServices.
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